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Chapter 1

Background Information for SBA Employees

1.  What are the Key Functions of the Investigations Division Within the Office of
Inspector General (OIG)?

a.  Conducting investigations of possible criminal and serious administrative violations
involving SBA programs, program participants, and SBA personnel.

 
b.  Preventing fraud through employee awareness training.
 
c.  Identifying program weaknesses and recommending corrective action.
 
d.  Operating name check and personnel security programs.

2.  What is the OIG's Legal Authority for Conducting Investigations?

a.  The Inspector General Act of 1978, as amended, created the Office of Inspector
General in SBA.  Congress passed the Act as a response to a growing need for
agencies to have specially trained units to combat fraud, waste, and abuse.

 
b.  Unless otherwise specified in a statute, the OIG is responsible for conducting,

supervising, coordinating, and/or providing policy direction for all investigative
activities within SBA.  Legal authority to conduct investigations is conferred on the
OIG in three statutes:

(1)  Inspector General Act of 1978, as amended, Public Law 95-452, 5 U.S.C.
App. 3.;

 
(2)  Small Business Act, Sec. 5(b)(6) and (11), 15 U.S.C. Sec. 634(b)(6) and (11).;

and
 
(3)  Small Business Investment Act of 1958, Sec. 310(a), 15 U.S.C. Sec. 687b(a).

3.  How is the Investigations Division Organized?

a.  The Assistant Inspector General for Investigations (AIGI) manages and directs the
Division's activities and works in Headquarters in Washington, DC.  Also in
Headquarters are the Deputy Assistant Inspector General for Investigations (DAIGI)
and the Director, Headquarters Operations (DHO).  The DAIGI assists the AIGI and
oversees the Management Information System and the Office of Security Operations.
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b.  The DHO is responsible for investigations in the District of Columbia, Maryland, and

Virginia and, as supervisor of the chief inspector positions, is in charge of most of the
Division's Headquarters staff functions, including preparation of OIG Manual
revisions, periodic Division reports, and special projects.  Chief inspectors are senior
level agents in Headquarters.

 
c.  Four special agents in charge (SAC), one each in New York, Atlanta, Chicago, and

Los Angeles, supervise the special agents in the Investigations Division field offices. 
Each SAC is responsible for a specific geographic area.

 
d.  The Director, Office of Security Operations, works in Headquarters and is responsible

for conducting criminal record checks on individuals seeking SBA loan assistance and
program participation and for coordinating background investigations on SBA
employees in certain employment categories.  See chapters 5, 6, and 7 for more
information.

4.  What is the Purpose of an OIG Investigation?

a.  The OIG investigators develop facts to either substantiate or refute alleged violations
of law.  Federal, State, and local prosecutors use OIG investigations as the basis for
criminal and civil proceedings; SBA officials often use them as the basis for
administrative enforcement actions.

 
b.  The OIG conducts an investigation to answer the following questions.

(1)  Has any wrongdoing actually occurred?
 
(2)  What laws or regulations have possibly been violated?
 
(3)  Who are the possible offenders?
 
(4)  Has a weakness in SBA regulations or internal controls permitted the violation

to occur or prevented its deterrence?

5.  What Issues Does the OIG Investigate?

a.  The OIG investigates allegations of possible criminal violations and other wrongdoing
involving SBA programs.  The OIG normally initiates investigations in response to
allegations or information from a variety of sources, including SBA employees, the
public, other agencies, and Members of Congress.

 
b.  While the subject of an OIG investigation may be an SBA employee, approximately 90
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percent of the subjects are applicants or participants in Agency programs.  This
statistic speaks well of the integrity of SBA employees, and, in fact, many
investigations of alleged employee misconduct exonerate the employee.

 
c.  An OIG investigation most commonly involves one or more of the following

violations.

(1)  False Statements (15 U.S.C. Sec. 645(a) and 18 U.S.C. Sec. 1001) -
Knowingly making or using a statement or document that is false, fictitious, or
fraudulent.

 
(2)  False Claims (18 U.S.C. Sec. 287) - Knowingly presenting a false claim

against the United States to any Federal agency.
 
(3)  Misappropriation of SBA Collateral (15 U.S.C. Sec. 645(c)) -  With intent

to defraud, knowingly concealing, disposing of, or converting to one's own use
or that of another property mortgaged or pledged to the SBA.

 
(4)  Bank Fraud (18 U.S.C. Sec. 1344) - Knowingly executing or attempting to

execute a scheme to defraud a financial institution.
 
(5)  Bribery (18 U.S.C. Sec. 210) - Giving or promising anything of value to a

public official to influence an official act, or, as a public official, accepting or
agreeing to accept anything of value to influence an official act.

 
(6)  Conspiracy (18 U.S.C. Sec. 371) -  Conspiring with at least one other person

to commit an offense against the United States Government.

6.  What Does the Investigations Division Do to Educate SBA Employees and Program
Participants in the Prevention and Detection of Fraud?

a.  Makes presentations and conducts discussions on what constitutes fraud, what
indicators to be alert for, and what actions should be taken.

 
b.  Disseminates notices and other publications about fraud activity and OIG investigative

operations.
 
c.  Notifies SBA management when an investigation reveals a serious systemic deficiency

in SBA policies or procedures.

7.  Where are OIG Investigations Division Offices Located and What Are Their
Geographical Jurisdictions?
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FIELD OFFICE JURISDICTION

Washington, DC
Field Office

District of Columbia, Maryland, and Virginia.

New York City Field
Office

Philadelphia Post of
Duty

Syracuse Post of
Duty

Connecticut, Delaware, Maine, Massachusetts, New
Hampshire, New Jersey, New York, Pennsylvania, Puerto
Rico, Rhode Island, Vermont, Virgin Islands, and West

Virginia.

Atlanta Field Office
Dallas Post of Duty

Houston Post of Duty

Alabama, Arkansas, Florida, Georgia, Kentucky,
Louisiana, Mississippi, New Mexico, North Carolina,

Oklahoma, South Carolina, Tennessee, and Texas.

Chicago Field Office
Denver Post of Duty
Kansas City Post of

Duty
Seattle Post of Duty

Alaska, Colorado, Idaho, Illinois, Indiana, Iowa, Kansas,
Michigan, Minnesota, Missouri, Montana, Nebraska,
North Dakota, Ohio, Oregon, South Dakota, Utah,

Washington, Wisconsin, and Wyoming.

Los Angeles Field
Office

San Francisco Post of
Duty

Arizona, California, Guam, Hawaii, and Nevada.
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 Chapter 2

Process for Referring Matters to the Investigations Division

1. What Kinds of Matters Should I Refer?

You should refer any misconduct that you consider criminal or a violation of the
Standards of Conduct.  See paragraph 1-5 for examples of violations which the
Investigations Division investigates.

2. How Do I Make a Referral?

In any of three ways.

a.  Call the OIG Fraudline at 1-800-767-0385.
 
b.  Write to:

 
 U.S. Small Business Administration
 Assistant Inspector General for Investigations
 409 3rd Street, SW.
 Washington, DC 20416-4113
 

c.  Visit, write, or call the Investigations Division, Office of Inspector General, at any of
the following offices.

Washington, DC
409 3rd Street, SW.
5th Floor
Washington, DC 20416-4113
(202) 205-6226

Atlanta, Georgia
1720 Peachtree Street, NW.
Suite 900
Atlanta, GA 30309-2479
(404) 347-2326

Los Angeles, California
P.O. Box 670
Glendale, CA 91209-0670
(818) 552-3239
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New York, New York        
Jacob K. Javits Federal Building
26 Federal Plaza, Room 41-100
New York, NY 10278
(212) 264-7615

Chicago, Illinois
500 West Madison Street
Suite 3370
Chicago, IL  60661
(312) 353-4467

     Dallas, Texas
     4300 Amon Carter Blvd.
     Suite 116
     Ft. Worth, TX 76155
     (817) 334-5939

Houston, Texas
9301 Southwest Freeway
Suite 365
Houston, TX  77074-1591
(713) 773-6509

Denver, Colorado
633 17th St., 7th Floor
Denver, CO 80202
(303) 391-6992

Kansas City, Missouri
323 West 8th St.- Room 305
Kansas City, MO 64105
(816) 374-6590

Philadelphia, Pennsylvania
Curtis Center, Rm 860B-West
625 Walnut Street
Philadelphia, PA 19106
(215) 597-3850

San Francisco, California
455 Market St., 6th Floor
San Francisco, CA 94105-2445
(415) 744-6815
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Seattle, Washington
1200 Sixth Ave., Suite 1807
Seattle, WA 98101-1128
(206) 553-6674

Syracuse, New York
401 S. Salina Street
Fifth Floor
Syracuse, NY 13202
(315) 471-9382

3.  What Information Do I Need to Provide?

a.  In your referral, specify, if possible:

(1)  What occurred;
 
(2)  Why it is or appears to be illegal or improper;
 
(3)  When and where the activity took or will take place;
 
(4)  Who is involved (names, occupations, addresses, etc.);
 
(5)  The dollar amount involved, if applicable (e.g., amount of loan or value of

converted collateral);
 
(6)  Who can confirm the allegation; and
 
(7)  Who can provide more information.

b.  You should also provide copies of any documents which tend to support your
statements.

4.  May I Request Confidentiality?

You may request confidentiality; if granted, the Investigations Division will not reveal
your identity to the extent possible to comply with the Inspector General Act and the
Privacy Act.  If the Investigations Division must reveal your identity, you will be notified
in advance.
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5.  When Making Referrals, Do I Have to Go Through the Chain of Command?

You do not.  You can if you want to, but it is not required.

6.  How Does the OIG Evaluate My Referral?   

The Investigations Division considers the following factors when deciding whether to
open an investigation:

a.  The nature of the alleged violation;
 
b.  The potential subject (age, health, criminal history, motive, etc.);
 
c.  The amount of actual or potential loss to the Government;
 
d.  Any prior record of the subject in OIG case files;
 
e.  The elements of proof available;
 
f.  The credibility of witnesses;
 
g.  The criteria for prosecution by the U.S. Attorney's office or local prosecutor; and
 
h.  The Division's existing priorities, commitments, and resources.

7.  What Happens if the OIG Decides Not to Investigate?

a.  The OIG Investigations Division will maintain the information you provide for possible
future use.  The Investigations Division maintains an automated cross reference
system, so that information can easily be retrieved at a later date.

 
b.  In many instances where the Investigations Division decides that it will not investigate

a matter, the Division will forward the referral to another SBA function (e.g., Finance,
Minority Enterprise Development, or OIG Auditing Division) or another Federal
agency (e.g., FBI or Secret Service).
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Chapter 3

What Happens During an Investigation?

1.  What is the Investigative Process?

a.  An investigation is the gathering and analyzing of probative information to resolve an
allegation or complaint.  There is no single plan or formula for conducting
investigations; each investigation is unique.  Special agents may:

(1)  Interview witnesses and subjects;
 
(2)  Obtain affidavits;
 
(3)  Review documentary evidence;
 
(4)  Gather forensic evidence for expert examination;
 
(5)  Serve subpoenas;
 
(6)  Execute search and arrest warrants; and
 
(7)  Testify before judicial or administrative proceedings.

b.  Special agents conduct investigations in accordance with the policies and procedures
set forth in the Federal Rules of Criminal Procedure, the Quality Standards for
Investigations established by the President's Council on Integrity and Efficiency, and
guidelines set forth in the OIG Manual.

 
c.  Special agents also conform to the requirements of the Privacy Act (5 U.S.C. Sec.

552a) in that they may gather and disclose information only for official, lawful
purposes.

2.  What Information Must I Provide During an Investigation?

As an employee, you must cooperate with the investigating agent and provide to the best
of your ability any information or documents requested.  A non-employee is not bound by
the same requirement; however, the OIG has authority to issue a subpoena to obtain
information or documents.
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3.  What are My Rights As an Employee if I Am the Subject of an Investigation?

If you are the subject of a criminal investigation, a special agent may advise you of your
Fifth Amendment right to refuse to respond to questions, a right you possess as the
subject of a criminal investigation even if you are not so advised. In all civil and
administrative investigations and criminal investigations where you are not the subject, you
must respond to an agent's questions and provide a written statement if requested to do
so.

4.  Does the Investigations Division Work With Other Law Enforcement Offices?

Yes, quite often.  The OIG special agents may work jointly with one or more agencies on
an investigation.  The Investigations Division also refers information to another law
enforcement agency when a possible violation would fall under that agency's jurisdiction.
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Chapter 4

After an Investigation is Complete

1.  What Happens When the OIG Completes an Investigation?

When an investigator completes all the investigative steps, he/she generally prepares a
written report summarizing the facts developed during the investigation.  An OIG
investigative report does not contain any recommendations; it merely recounts the
evidence in an objective way.

2.  How Does the OIG Use an Investigation Report?

The OIG investigation reports can provide the basis for criminal, civil, or administrative
enforcement action.  An investigation report does not always lead to a criminal
prosecution.

3.  Who Gets the Results of an OIG Investigation?

a.  Criminal action.

When an investigation develops evidence of a criminal violation, the OIG refers the
investigative results to the Department of Justice (DOJ) or to State prosecutors for
their review and use in criminal prosecution.  If a prosecution leads to a
conviction, the court can sentence an individual or company to imprisonment or
probation, levy fines, or require restitution.

b.  Civil action.

The OIG may refer investigative results to the DOJ for review and use them in civil
actions to recover funds for the Government.  The DOJ can file a civil action at
any time:

(1)  After it rules out a criminal action;
 
(2)  While it prosecutes a criminal action; or
 
(3)  After it completes a criminal action.
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c. Administrative action.

The OIG may give a report of investigation to SBA officials for their use in
evaluating existing procedures or determining whether to take administrative
action against an employee or program participant.  Administrative action against
an SBA employee can include a letter of clearance, reprimand, suspension,
demotion, or dismissal.  Administrative action against a program participant can
include suspension or debarment from the program.

4.  What are My Responsibilities if the OIG Sends Me a Report of Investigation for
Action?

a.  If you receive an OIG investigation report for action, you must:

(1)  Consider appropriate enforcement action based on the evidence in the report;
and

 
(2)  Safeguard the report and any information contained in the report, except to the

extent necessary to carry out an enforcement or disciplinary action.

b.  You may not release a report, or any information in the report, to any other person
without the OIG's consent.

5.  How Can I Get a Copy of a Report of Investigation?

If you would like to obtain a copy of a report of investigation, you must send a written
Freedom of Information Act (FOIA) or Privacy Act (PA) request to the OIG.  In
responding to FOIA or PA requests, the OIG will determine whether to apply any
exceptions to protect sensitive information (e.g., information on open and pending cases,
information of a competitive business nature, or information that, if released, would
violate an individual's privacy).
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Chapter 5

The Office of Security Operations

1.  What is the Function of the Office of Security Operations (OSO) in the OIG?

The OSO has two main functions. 

a.  One is to ensure that every SBA employee has had the appropriate background
investigation for his or her position sensitivity designation, as follows:

 
(1)  Low Risk (LR);
 
(2)  Moderate Risk (MR);
 
(3)  High Risk (HR);
 
(4)  Non-critical Sensitive (NCS); or
 
(5)  Critical Sensitive (CS). 

b.  The other function is to conduct FBI name checks and FBI fingerprint checks on
applicants and participants in the following SBA programs:

(1)  Surety Bond;
 
(2)  8(a) Certification;
 
(3)  Business Loan;
 
(4)  Disaster Loan;
 
(5)  Small Business Investment Company (SBIC); and
 
(6)  Certified Development Company (CDC).

2.  How is the OSO Organized?

The OSO is part of the Investigations Division and operates from the OIG Headquarters in
Washington, DC.  The Director, OSO, oversees its work.
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3.  What is the Source of the OSO's Authority?

The OSO's authority comes from:

a.  Executive Order 10450 (Security Requirements for Government Employment);
 
b.  Executive Order 10577 (Amending the Civil Service Rules and Authorizing a New

Appointment System for the Competitive Service);
 
c.  Executive Order 12958 (Classified National Security Information); and
 
d.  Title 5, Code of Federal Regulations, Part 736.
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Chapter 6

Background Investigations and Security Clearances

1.  What is the Purpose of a Background Investigation?

Background investigations are conducted to ensure that Federal employees are reliable,
trustworthy, of good conduct and character, and completely and unswervingly loyal to the
United States.

2.  Does the OSO Actually Perform Background Investigations?

No.  Background investigations are conducted by either the Office of Personnel
Management (OPM) or a private company that has a contract with the OSO.  The OSO is
responsible for requesting the proper background investigation for each employee and for
granting the appropriate security clearance when required.  The OSO also reviews
completed background investigations to ensure the investigations are complete and
thorough.

3.  Who Determines What Type of Background Investigation is Conducted?

The Director, Office of Security Operations.

4.  Who Determines When a Background Investigation is Conducted?

The Director, Office of Security Operations.

5.  What are the Different Types of Security Forms Used to Request Background
Investigations and Their Corresponding Position Sensitivity Designation?

a.  SF 85, Questionnaire For Non-sensitive Positions - Low Risk (LR).
 
b.  SF 85P, Questionnaire For Public Trust Positions - Moderate Risk (MR) and High

Risk (HR).
 
c.  SF 86, Questionnaire for National Security Positions - Non-critical Sensitive (NCS)

and Critical Sensitive (CS).
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6.  What Types of Background Investigations are Requested by the OSO?

a.  A Single Scope Background Investigation (SSBI) is requested for all critical
sensitive positions requiring top secret access to classified information.  The SSBI
consists of a national agency check (NAC), birth verification, credit search, personal
interviews of subject and sources, written inquiries, and record searches covering
specific areas (i.e., employment, education, residence, law enforcement, and character
references) of a subject's background covering the past 7-10 years.

 
b.  A National Agency Check (NAC) is an FBI name check and fingerprint check and a

query of records at OPM and the Defense Central Intelligence Index (DCII).  OPM
and DCII records reveal any prior Federal background investigation conducted during
the past 15 years.

 
c.  A Background Investigation (BI) is requested for all high risk positions and critical

sensitive positions requiring secret access to classified information.  The BI consists of
an NAC, credit search, personal interviews of subject and sources, written inquiries,
and record searches covering specific areas (i.e., employment, education, residence,
law enforcement, and character references) of a subject's background over the past 5
years.

 
d.  A Limited Background Investigation (LBI) is requested for all moderate risk

positions and non-critical sensitive positions requiring secret or confidential clearance
for employees needing access to classified information.  The LBI consists of an NAC,
credit search, personal interviews of subject and sources, and written inquiries of
selected sources covering specific areas (i.e., employment, education, residence, law
enforcement, and character references) of a subject's background covering the past 3
years.

 
e.  A National Agency Check and Inquiries Investigation (NACI) is requested on all

low risk positions.  The NACI consists of an NAC, written inquiries, and record
searches covering specific areas (i.e., employment, education, residence, law
enforcement, and character references) of a subject's background during the most
recent 5 years.

 
f.  A Single Scope Background Reinvestigation (SSBI-PR) is conducted on all critical

sensitive positions with top secret access.  The SSBI-PR consists of an NAC, credit
search, personal interview of subject, interview of personal sources and/or written
inquiries to cover employment, education, residence, and law enforcement checks for
the past 5 years.

 
g.  A Periodic Reinvestigation - Residence (PRIR) can be requested on all high risk

and moderate risk positions and non-critical sensitive and critical sensitive positions
with secret or confidential access.  The PRIR consists of an NAC, credit search,
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personal interview of subject, Official Personnel File (OPF) review, interview of
personal sources and/or written inquiries to cover residence, and law enforcement
checks for the past 5 years.

 
h.  Periodic Reinvestigation (PRI) can be requested on all high risk and moderate risk

positions and non-critical sensitive and critical sensitive positions with secret or
confidential access.  The PRI consists of an NAC, credit search, personal interview of
subject, OPF Review, and law enforcement checks for the past 5 years.   

7.  When are Periodic Reinvestigations (PRI) Required?

a.  Periodic reinvestigations are required every 5 years for any position designated as
either high risk or critical sensitive with top secret access.

 
b.  Periodic reinvestigations are required every 10 years for any position designated non-

critical sensitive with secret access.
 
c.  Periodic reinvestigations are required every 15 years for any position designated non-

critical sensitive with confidential access.

8.  Can an Investigation Be Waived?

In emergency cases only, the SBA Administrator or the Inspector General (IG) can waive
the requirement for completion of a BI or SSBI before you enter on duty.  In those rare
cases where a waiver is necessary, supervisors requesting the waiver must submit your
completed security papers and request for waiver of required investigation through their
appropriate Management Board member to their servicing personnel office.  If the
paperwork is complete, the servicing personnel office will send the request to the Director,
OSO, who will forward the waiver request to the Administrator or IG recommending
approval or disapproval.

9.  What Happens if I Refuse to Cooperate in an Investigation?

Refusal to cooperate in a properly authorized investigation is a direct violation of SOP 37
35 2, Employees Responsibility and Conduct, and can result in disciplinary action up to
removal.

10.  What Types of Security Clearances are Issued by the OSO?

Top secret, secret, and confidential.
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11.  Which Office Determines What Level of Security Clearance is Needed?

The Classification Division of the Office of Human Resources and the OSO.
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Chapter 7

         The OSO Character Eligibility Checks for Program Applicants and Borrowers      

1.  In What SBA Programs is the OSO Involved?

The OSO is involved in SBA's Surety Bond, 8(a) Certification, Business Loan, Disaster
Loan, SBIC, and CDC programs.  The OSO conducts FBI name checks and/or FBI
fingerprint checks on program applicants and borrowers to determine whether they meet
the required character standards. 

2.  What are FBI Name Checks and FBI Fingerprint Checks?

a.  In an FBI name check, the FBI checks its files to determine whether an individual has
ever been the subject of an FBI criminal investigation or background investigation. 
The FBI uses an individual's name, social security number, date of birth, and place of
birth in conducting the check.

 
b.  In an FBI fingerprint check, the FBI must have a fingerprint card containing an

individual's fingerprints.  The FBI then processes the prints through its computerized
fingerprint classification system for a match which would identify any State or Federal
criminal record.

3.  What is the Process for Checking an Applicant's or Borrower's Criminal History
Through an FBI Name Check or Fingerprint Check?

a.  For an FBI name check, the OSO sends an individual's Statement of Personal History
which, depending on the program, is an SBA Form 912, SBA Form 415A (SBICs
only), or SBA Form 1081 (CDCs only), to the FBI for appropriate record checks. 
The FBI then provides the OSO with the results of its record checks.

 
b.  For an FBI fingerprint check, the OSO obtains a fingerprint card, FD 258, from an

individual and sends it to the FBI for processing in the FBI's computerized fingerprint
classification system.  The FBI then provides the OSO with the results of its
fingerprint check.

4.  What Happens to the Results of FBI Name or Fingerprint Checks?

a.  Upon receipt of a "no record" or a record which would not adversely affect an
applicant's or borrower's eligibility, the OSO sends a clearance letter to the SBA office
which initially submitted the information to the OSO.
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b.  Upon receipt of information which could adversely affect eligibility, the OSO sends the
information to the appropriate program official who rules upon the applicant's or
borrower's eligibility and so advises the submitting office.

5.  Who Decides Whether an Applicant or Borrower Should Be Denied Admittance to a
Program Based on His/Her Criminal Record?

The associate or assistant administrator of the appropriate program makes the decision
and notifies the applicant.  The deciding official also sends a copy of the decision letter to
the OSO.
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Chapter 8

Classified Information and the OSO

1.  What is the OSO's Function With Regard to Classified Information in the SBA?

a.  The Director, OSO, carries out the directives of Executive Order (EO) 12958
(Classified National Security Information), EO 12968 (Access to Classified
Information), and National Security Decision Directive 84 (Safeguarding National
Security Information) by ensuring that SBA employees are aware of their
responsibilities regarding classified information.  The Director also issues security
clearances for designated personnel after appropriate background checks, ensures that
all personnel having access to such material sign nondisclosure statements, and
conducts debriefings of such personnel when they leave their employment at SBA. 
The Director may also deny or revoke an employee’s clearance or reduce an
employee’s level of clearance due to unsuitability or a security violation.

 
b.  All classified information (including cryptographic information) going to or from the

SBA Headquarters in Washington, DC, must be routed through the Director, OSO.
 
c.  Whenever classified material is being stored in safekeeping equipment within the SBA,

the Director must be notified of such storage, the location of the safekeeping
equipment, and its combination. 

2.  What is Classified Information?

Classified information is information or material that is owned by, produced for and by, or
under the control of the United States Government and designated as top secret, secret, or
confidential pursuant to EO 12958.  Designated material is marked with one of the three
designations.  No SBA official has the authority to classify either derivative or original
information.  If, however, any SBA employee, contractor, licensee, or grantee originates
or becomes aware of information which he/she believes should be classified, that person
should send the information by designated personnel, approved courier service, registered
mail, or protective services of commercial carriers to the Director, OSO, who will, in turn,
forward it to the appropriate agency with a request that it be reviewed for possible
classification.  The information must be enclosed in a sealed, opaque envelope marked
with the assigned classification and the recipient's address.  The envelope must then be put
into another opaque envelope marked only with the recipient's address; the outer envelope
must not identify the contents.
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3.  What Must SBA Employees Do to Protect Classified Information?

a.  Store classified material in a container approved in writing by the Director, OSO.  For
top secret material, the container must be a GSA-approved safe or safe-type file
having a three position, dial-type combination lock.  Secret or confidential material
may be stored in a container approved for top secret storage and may also be kept in a
steel file cabinet with a steel lockbar secured by a GSA-approved padlock with a three
position, dial-type combination lock.

 
b.  Avoid routine reproduction of classified material.  For material designated top secret

or secret, employees should check with the Director, OSO, prior to making any
copies.

 
c.  Keep classified material segregated from non-classified material and do not summarize

classified information in other documents.
 
d.  Only disclose classified information to individuals who have the required security

clearance and "need to know" the information.
 
e.  Do not discuss classified information over the telephone or in a public place.

4.  What Happens if There is an Unauthorized Disclosure of Classified Information?

a.  You should report any unauthorized disclosure to the Director, OSO, as soon as
possible.  The initial report may be by telephone and should be confirmed by
memorandum.  You should state what information was disclosed, to whom, by whom,
when, how, and any other pertinent information.

 
b.  The OIG Investigations Division may conduct an investigation into any alleged

unauthorized disclosure.  An SBA employee determined to have knowingly made an
unauthorized disclosure may be subject to reprimand, suspension without pay,
removal, or other sanctions in accordance with applicable laws and Agency rules and
regulations.
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Appendix 1

Index to Forms and Reports

Form                                                                           Paragraph

SF 85, Questionnaire for Non-sensitive Positions                6-5

SF 85P, Questionnaire for Public Trust Positions                  6-5

SF 86, Questionnaire for National Security Positions             6-5

SBA Form 912, Statement of Personal History                       7-3

SBA Form 415A, Statement of Personal History and
Qualification of Management                   7-3

SBA Form 1081, Statement of Personal History                    7-3

FD 258, FBI Fingerprint Card                                           7-3

Report

Reserved
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Appendix 2
(paragraph 6-5)

SF 85, Questionnaire for Non-sensitive Positions
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Appendix 3
(paragraph 6-5)

SF 85P, Questionnaire for Public Trust Positions
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Appendix 4
(paragraph 6-5)

86, Questionnaire for National Security Positions
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Appendix 5
(paragraph 7-3)

SBA Form 912, Statement of Personal History
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Appendix 6
(paragraph 7-3)

SBA Form 415A, Statement of Personal History and Qualification of Management
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Appendix 7
(paragraph 7-3)

SBA Form 1081, Statement of Personal History
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Appendix 8
(paragraph 7-3)

FD 258, FBI Fingerprint Card
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